Retiree Website
Login Information

Table of Contents

First Time User? Page 1
Need Password Reset Help? Page 6
Online Password Resets Page 8
Password Resets Using Email or Email with Verification Page 9
How to Update your Email Address Page 11

First Time User:

**You should have received a personalized letter with a one-time Personal Identification Number (PIN)
needed for registration.

1. Go to http://retiree.att.com/ and click on “Register”.

& AT&T Retirees

Welcome to AT&T's Retiree

website, your gateway to all
things AT&T.

i = i +a? Click " ) o
Register Returning to the site? Click "Login" to visit.
Firsttime to the site? Click "Register" to get started.


http://retiree.att.com/

2. Complete the registration form; enter your name exactly as it appears on the letter.

3. Add your SSN, your date of birth and your unique one-time (PIN), then click “Submit”.

Registration Form

Toregister as anew user, please enter the following informartion:
Already registered? Login

FirstName*

LastName*
Social Security Number*
Date of Birth®
! ! MDDV

PIN*

*indicates required fields

Reset

© 2015 AT&T Infellectusl Property.

4. On the next page, create a UserID and Password and then click “Submit”.
(Helpful Hints: The USER ID must be at least 8 characters and can be anything you choose.
The Password is also 8 characters but must have at least 1 alpha and 1 numeric.)

User Credential Selection

Enter a User ID and Password that you would like to use for your account. Please pick an ID you will
remember, such as an e-mail address, that is at least 8 characters long. Your password must be
either a12-character simple passphrase (recommended) or an 8-character complex password. For
more information, click (?) next to each fiel

User ID*

?
Password®

?
Confirm Password*

?

*indicates required fields

Reset

©2015 ATET Intellectusl Froperty.
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5. A Registration Success window will open, click “OK".

Registration Success!

You will now be redirected fo access att.com to
login and complete your profile setup.

H®100% -

6. You will then be routed to the access.att.com website, click on the “New Retiree Website!” link.

Access.att.com

Access Equifax to view, print and/or reprint your
tax forms at the links below. All questions
regarding the retrieval of your tax forms
should be directed to Equifax at: 855-823-
3723.

Tax Form Management Services

@ U.S. 1095 and/or W-2 Logon

@ Puerto Rico W-2 Logon

& Puerto Rico Form 1095 Logon

Other Equifax Services

& The Work Number (Employment Verification)

Former-/Non-Employee Registration

Click above link to register. Please have your mailed PIN handy.
Former-/Non-Employees include Former Employees, LTD recipients,
COBRA recipients, Dependents, and Survivors.

£ atar

Access.att.com is a place for employees and
retirees to access certain news and benefits
information away from work.

“Active Employee Logon To HROneStop From

Non-Work Location
Please use your AT&T Global UID and password to log in from a non-
work location,

& Non-Management Internal CareerPath
Active non-management employees with Mi Wireline, t
Wireline, Legacy T ATS/ARS, or West AUTS access from a non-work
location; and eligible former employees with Legacy T ATS/ARS, or
West AUTS access may click the above link to search and apply for
jobs.

& New Retiree Website!
Come on in and explore your new go to place for information and
resources on Benefits, Discounts and more. Plus, you can stop
receiving all that paper just sign-up for eBenefits!

Please use your former employee Global Logon to log-in. If you don't
have it, no worries. We sent you a letter with registration details. You'll
need to refer to it and your One-Time PIN in order to register. When
you're ready, you can register here.

Looking for the Access from AT&T low-cost wireline home Internet program? Click here to be redirected.




7. Enter the UserID and Password that you just created and click “OK".

=
\3, AT&T AT&T Global Logon

Forgot password? Register New Password
@ Password O SecurlD® Token O SAFENet® Token
UserlD: | |
Password : | |

[[]Remember Me (and my settings) on this computer

"AT&T Employees should use their
Passwaord help for AT&T Employees/Contractors
What is SecurlD® Token?

8. A window will open up asking you to complete your Security Profile, click on “Edit Profile”.

r Global
Log On Successful

- Your personal security profile is incomplete -

You have not established a Security Profile to assist you iffiwhen you forget your password. To do so, please click on the Edit Profile
button below to edit your security profile.
Note: If you are blocking pop-up windows, use this link to edit your Security Profile in the current window.

Edit Profile

IThissysem isredricted solelyto AT&T authonzed usersforlegitimate business purposesonly. The actual or attempted unauthorized access, use or modification of this system is grictly prohibited by AT&T
Unauthonzed usars are subject to Company disciplinary proceedings and/or ciminal and civil penalties under state. federal, and other applicable domestic and foreign laws The usz of thissysem may be
imonitored and recorded for adminigrative and security reasons. Anyone accessing this sysem expresdy consentsto such monitoring and is advised that if such monitoring reveal s possible evidence of ciminal
activity, AT &T may provide the evidence of such activity to law enforcement officials.

9. On the next screen:

v’ Select a Secret Question from the dropdown menu.

Create a Secret Answer. Must be at least four characters long. (This field is case sensitive)

v

v’ Enter your Personal Email address.

v Enter your City of Birth (This field is case sensitive)

v' Create an AT&T PIN. Must be six numbers.

v" Then choose a Password Reset Method. Online Password Resets are the best!
v" Then click on “Save”.

Welcome Bob Barker (bobbarker01) _Logofi

atat

AT&T Authentication Service - Change Password/Security Profile

Your Data Explanation

Unless otherwise noted, all fields allow mixed case letters, numbers, special characters (e.g. 1#5%), and spaces

Security Profile
AT&T is a leader in protecting your security and safeguarding personal information. Enter all of the information below to take advantage of the measures AT&T|
has put in place to help safeguard vital information.

Secrel| v
Question: Choose a question whose answer is known only to you. If you forget your password, you'll be asked this

Secrel| ‘ question to verify your identity. Your secret answer must be at leastfour characters long.

Enter a personal email address (e g., joe@company.net). This email address, in addition to your primary ema’
‘ address (e g. the email address populated by the organization/application that created your account), can be

used for email confirmation of Password resets. Do NOT enter your primary email address. If you do not have
another email address, leave this field blank. If your primary email address is incorrect, click here for help.

Personal Email:‘

N R Enter the city where you were born._ If you forget your password, you may be asked this question to verify your
City of Birth: ‘ ‘

identity.
. I:l Choose exactly six numbers that will be used to identify yourself to some AT&T Interactive Voice Response
ATET PIN: (IVR) telephony systems. Click here for tips.
Password Reset Method (select one): If you forget your Password, the Password Reset Method allows you to reset your Password in one of the
0 following ways:
Online Password Resets Online Password Reset -1 wantto be able to enter a new Password value directly on the Account Managemen

() Password Resets Using Email web site. Select this choice if you do not have an email address.
Password Resets Using Email - | wanta Password Reset request to send a temporary Password to one ofm

(O Password Resets Using Email with Verification
email addresses (l can choose either my primary email address or the Personal Email address shown above




10. A window will open up telling you that your request is being processed, click on “Continue” to
proceed to the Retiree website.

LogOff

& atat

Your requestis being processed.

ff you changed your Password, your request will not take effect until you Log Off. Please Log Off Now by clicking on the LogOff button at th
upper right corner of this page.

Please Note: It may take up to 15 minutes to complete the processing of your request.

Please remember. Do not share your Password or Security Profile information with anyone.

11. Welcome to the new Retiree Website! Be sure to keep your UserID and Password
information for future logins.

Welcome, Log out = Make Text Bigger A A A

= AT&T Retirees Benefits Discounts News

-5 _
eBenefits

Sign up to receive your benefits
information by email. Learn more >

eBenefits

Receive your benefits information through your inbox, not your mailbox.




Resetting Your Password

1. Go to http://retiree.att.com/ and click on “Login”.

& AT&T Retirees

Welcome to AT&T's Retiree

website, your gateway to all
things AT&T.

Register Returning to the site? Click "Login" to visit.

Firsttime to the site? Click "Register" to get started.

2. Then click on the “Forgot password?” link

=
\::_:, AT&T AT&T Global Logon

Forgot password? Register New Password
®Password O SecurD® Token O SAFENet® Token
UserlD": “ I
Password : | |

[ Remember Me (and my settings) on this computer

AT&T Employees should use their
Password help for AT&T Employees/Contractors
What is SecurlD® Token?

3. On the next page, click on the “Reset Password” button.

You are currently Logged Off Leg®n
. AT&T Authentication Service

Account Management

AL

A wvalid Userid and Password are required to access certain AT&T applications.

« Use the following three functions to manage your account

o Use the FACKS to find answers to the common questions about the Account Management process
« [fyou forget your Password, use the Reset Password option

1
Register for Password Change Passwordi/Security Profile Reset Password
« To obtain an initial Password « To activate your initial or reset Password o Toresetyour Password if you forget it
« Tomanage your Personal Security Profile
« To change your Password

Rieset Password

l Change Password/Security Profile ]

You may have to wait a few secaonds while we access your account



http://retiree.att.com/

4. An AT&T Global Logon Terms and Conditions window will open, click on “OK"

& atat AT&T Global Logon Terms and Conditions

This system is restricted solely to AT&T authorized users for legitimate business purposes only. The actual or attempted unauthorized access, use or modification of this system is
strictly prohibited by AT&T. Unauthorized users are subject to Company disciplinary proceedings and/or criminal and civil penalties under state, federal, and other applicable
domestic and foreign laws. The use of this system may be monitored and recorded for administrative and security reasons. Anyone accessing this system expressly consents to
such monitoring and is advised thatif such monitoring reveals possible evidence of criminal activity, AT&T may provide the evidence of such activity to law enforcement officials.

If you have read and agree to the terms above, click OK to continue.

AT&T - PROPRIETARY
Use pursuant to Company instructions

5. Enter the following information to verify your account.
v’ Enter the UserID
v' Enter the Last Name
v" Skip the Employee ID
v Enter the month and day of your birth date
v" Enter your City of Birth (This field is case sensitive)
v Enter the AT&T PIN (This is a six-digit pin you created when you registered)
v’ Enter your Secret Answer (This field is case sensitive)
v Then click on “Submit”

= AT&T Authentication Service
Password Setup/Reset

User Verification

Please enter as much information as you know. What you don't know leave blank.

Your Data Explanation

Userid: l:l Enter your Userid.
Last Name: l:l Enter your Last Name.
Employee ID: |:| An ID given to you by your employer.

BirthDate: | |mmvdd) Enter your Birth Date. Enter it by using a two-digit month, and two digit day.
City of Birth: I:| Elgtnekr your City of Birth. If you are a brand new user to the AT&T Global Logon senice, then you should leave this field
ATETPIN: l:l Enter your AT&T numeric PIN. If you are a brand new user to the AT&T Global Logon service, then you should leave
) this field blank.
Secret Answer: |:| Enter your Secret Answer/Codeword. If you are a brand new user to the AT&T Global Logon senice, then you should
) leave this field blank.

If you experience problems, please contact your Customer Care Representative. Click here to find your Customer Care Representative.

AT&T - PROPRIETARY
Use pursuant to Company instructions

After you are verified, you will then need to follow the steps based on the reset method you
selected:

If you chose, Online Password Resets skip to Page 8

If you chose, Password Resets using Email OR Email with Verification skip to Page 9



If you chose, Online Password Resets

1. A window will open, please enter your new password in the New Value field and re-enter it again.
If you want to review or change any fields in the Security Profile, now is a good time to do this.
Then click “Save”.

£ atat

Please enter your new Password and add/edit your Security Profile.
Your Data Explanation

Unless otherwise noted, all fields allow mixed case letters, numbers, special characters (e.g. 1#5%), and spaces

Password Style/Strength: Note: On this page, the word "password" may refer to either an 8-11 character password or a 12+ character
High: 180-day passph = VO V) passphrase.

uwant to keep your current password, then leave this section blank. When changing your password, AT&T
rity Requirements mandate that you must re-authenticate using your current password. Enter your new
New Value 5| | pass¥ord and then enter it again.

Createj@fiange your Passphrase/Password:

-enter New Value 1| | Passyord Rules: lMax 46 chars; Leading and trailing spaces will be removed; Valid characters are
numerics, embedded blanks, plus the following special characters +=_)(*%S$£@! W[ ?/..-

You are e raged to use a 12+ character passphrase because ithas
twice the lifespi 8-11 character password.

High-Strength Password: Click here to see the rules for High-Strength Passwords.

Security Profile

AT&T is a leader in protecting your security and safeguarding personal information. Enter all of the information below to take advantage of the measures AT&T
has put in place to help safeguard vital information.

Secret

Question:' Favorite pet's name? V|Chcose a question whose answer is known only to you. If you forget your password, you'll be
s ¢ asked this question to verify your identity. ‘Your secret answer must be at least four characters
ecret/ . e long.
Answer: | s

Enter a personal email address (e.9., jee@company.net). This email address, in addition to your
primary email address (e.g. the email address populated by the organization/application that
Personal Emai|:| \ created your account), can be used for email confirmation of Password resets. Do NOT enter
your primary email address. If you do not have another email address, leave this field blank. If
your primary email address is incorrect, click here for help.

Enter the city where you were born. If you forget your password, you may be asked this question
to verify your identity.

City of Birth:[Hazlet

ATET PIN, Choose exactly six numbers that will be used to identify yourself to some AT&T Interactive Voice
; Response (IVR) telephony systems. Click here for tips.
Password Reset Method (select one): If you ferget your Password, the Password Reset Method allows you to reset your Password in

. one of the following ways:
@© Online Password Resets Online Password Reset - | want to be able to enter a new Password value directly on the
O Password Resets Using Email Account Management web site. Select Online if you do not have an email address.

(O Password Resets Using Email with Verification Password Resets Using Email - | want a Password Reset request to send a temporary
Password to one of my email addresses (I can choose either my primaryemail address that |
created when | set up my account or the Personal Email address shown above).

Password Resets Using Email with Verification - Similar to Password Resets Using Email
but | will also need to answer one of the personal items above to prove my identity. This is the
Most Secure Choice.

Click for more Password Reset Method information.

2. You will then see a Password Reset Confirmation notification, click on “Continue” to proceed to
the Retiree website

%{ atat Password Reset Confirmation

Your Password will be reset.
Please wait 15 minutes before attempting o use it

ATAT - PROPRIETARY
Use pursuant to Company sstnachions



If you chose, Password Resets Using Email OR Email with Verification

1. After entering your Security Profile information correctly, a temporary password will be sent to your email
and you will see the following notification, click on “Yes".

Global Logon

Userid: ' testretagmailcom

Email Address Verificiation

A tempaorary password will be e-mailed to you at the following address:
testret@gmail.com

Lves| [ Mo

FTET - PROPRIETARY
Use pursuant to Company instructions

2. Open the email, then copy the temporary password and open the link in @ new browser.

From: NoReph@® awsmailattcom [mailto:NoReply@awsmailattcom)
Sent: Friday, February 03, 2017 5:40 AM

To: retiree name

Subject: AT&T Password Reset Confirmation

AT&T Global Logon Password Reset Confirmation
CONFIDENTIAL INFORMATION:

Please protect the contents of this message as it contains the secure key
to your personal information on the web. Please read the contents of this
message carefully.

You recently registered for a new Password or requested a Password reset
and have been assigned the following temporary Password:

S4peer72

You must change this temporary Password before 2/10/2017 5:39:41 AM Eastern Time
using the following instructions:

1. Start a NEW web browser.

2. Click on the URL below:
https://www.e-access.att.com/usersves/chgaccount/chgAcciMenu/

3. At the AT&T Global Log On screen, enter your Userid and temporary
Password that is included in this email, then click the "OK" button. First

you will be asked to enter your temporary Password. You will then be asked
to choose a new Password. Your choice of a new Password value should not
be easily guessed by others. Enter your new Password, re-enter it again,

and then click on the "Change Password" button.

4. After your new Password is accepted, you will next view a “Log On
Successful” screen. Click the "OK" button and a Security Profile will be
displayed. The Security Profile is used to verify your identity if/when

you need to reset your Password at a later date. Please enter the
requested information about yourself. If the fields are already populated,
please verify that the information is current. If you add or change any
information, click the "Save" button. You will receive a

confirmation stating that your Password/Security Profile was updated.




3. Enter your UserID and the temporary password and click “OK".
\%, AT&T AT&T Global Logon

Forgot password? Register New Password
@ Password O SecurlD® Token O SAFENet® Token
UserlD: | |
Password : | |

[[]Remember Me (and my settings) on this computer

"AT&T Employees should use their
Passwaord help for AT&T Employees/Contractors
What is SecurlD® Token?

4. Then on the next screen, enter the temporary password, then enter a New Password and Re-
enter the New Password and click on “Change Password". If you need help with a new password,
please review Rules for Constructing a Valid High-Strength Password on this page.

& atat AT&T Global Logon

Your password has expired.

Please enter your current or temporary password value below and then enter and confirm your new password.

Old or Temporary Password:
New Passward:
Re-enter New Password:

[ Change Password ]

5. A Log On Successful window will open, click “OK". Keep new UserID and Password
information for future logins.

Log On Successful

IThissysem isredricted solelyto AT&T authonzed usersfor legitimate busness puposesonly. The actual or attempted unauthorized access. use or modification of this system is grictly prohibited by AT&T .
Unauthorized users are subject to Company disciplinary proceedings and/ar ciminal and civil penalties under gate, federal, and other applicable domestic and foreign laws The use of thissysem may be

monitored and recorded for adminigrative and sscurity reasons Anyone accessing this sysem expresdy consentsto such monitoring and isadvised that if such monitoring reveals possible evidence of ciminal
activity, AT&T may provide the evidence of such activityto law enforcement officials.

Name: Beb Barker
0K

10



How to Update your Email Address

1. Go to http://retiree.att.com/ and click on “Login”.

& AT&T Retirees

Welcome to AT&T's Retiree

website, your gateway to all
things AT&T.

Register Returning to the site? Click "Login" to visit.

Firsttime to the site? Click "Register" to get started.

2. Then click on the “Forgot password?” link

=
\:, AT&T AT&T Global Logon

Forgot password? ister New Password
®Password O SecurD® Token O SAFENet® Token
UserlD": “ I
Password : | |

[ Remember Me (and my settings) on this computer

AT&T Employees should use their
Password help for AT&T Employees/Contractors
What is SecurlD® Token?

3. On the next page, click on the “Change Password/Security Profile” button.

You are currently Logged Off Leg®n
. AT&T Authentication Service

Account Management

m

A wvalid Userid and Password are required to access certain AT&T applications.

« Use the following three functions to manage your account

o Use the FACKS to find answers to the common questions about the Account Management process
« [fyou forget your Password, use the Reset Password option

Register for Password Change Passwordi/Security Profile Reset Password
« To obtain an initial Password « To activate your initial or reset Password o Toresetyour Password if you forget it
« Tomanage your Personal Security Profile
« To change your Password

Rieset Password

l Change Password/Security Profile ]

You may have to wait a few secaonds while we access your account



http://retiree.att.com/

4. Enter your current UserID and Password that you use to access the Retiree website

=
\3, AT&T AT&T Global Logon

Forgot password? Register New Password
@ Password O SecurlD® Token O SAFENet® Token
UserlD: | |
Password : | |

[[]Remember Me (and my settings) on this computer

"AT&T Employees should use their
Passwaord help for AT&T Employees/Contractors
What is SecurlD® Token?

5. The AT&T Authentication Service - Change Password/Security Profile screen will open up
6. Change your password and change your email address on the Personal Email field then click on

“Save”

—
£ atat
AT&T Authentication Service - Change Password/Security Profile
Your Data EX}
Unless otherwise noted, all fields allow mixed case letters, numbers, special characters (e.q. #5%), and spaces
Password Style/Strength;
High: 180-day pasephrase or 80-day password
Note: On this page, the word "password” may refer to either an 8-11 character password or a 12+ character passphras
(Create/Change your Passphrase/Password; If you want to keep your current password, then leave this section blank. When changing your password, AT&T Security
0ld Value: esesesssese again
New Value: Password Rules: Wax 46 chars; Leading and trailing spaces wil be removed; Valid characters are alphanumerics, embe

Re-enter New Value: High-Strength Click here to see the rules for High-Sirenath Passwords.

I'You are encouraged to use a 12+ character passphrase because it has twice the lifespan of an 8-11 character password.

Security Profile

AT&T is a leader in protecting your security and safeguarding personal information. Enter all of the information below to take advantage of the measures AT&T hag

Secret Question: Madel name of my first car? -
Choose a question whose answer is known only to you. If you forget your password, you'll be asked this question to ver

Secret Answer; **EHwssiss

Password resets. Do NOT enter your primary email address. If you de not have another email address, leave this field blar

Personal Email: test!@att.com I Enter a personal email address (e.g., joe@company.net). This email address, in addition to your primary email address (e.g

City of Birth: City Enter the city where you were born. If you forget your password, you may be asked this question to verify your identity.

ATET PIN: 124578 Choose exactly six numbers that will be used to identify yourself to some AT&T Interactive Voice Response (IVR) telephor

If you forget your Password, the Password Reset Method allows you to reset your Password in one of the following way

Cnline Password Resets
Password Resets Using Email - | want a Password Reset request to send a temporary Password to one of my email

Password Resets Using Email
Password Resets Using Email with Verification - Similar to Password Resets Using Email but | will also need to ans:

Password Reset Method (select one):
p Online Password Reset - | want to be able to enter a new Password value directly on the Account Management web s

-/ Password Resets Using Email with Verification
Click for more Password Reset Method information.
Company:TokenAuthoritylUsername: The information that appears on the left represents the token(s) associated with this account

account. Please keep your new UserID and Password information for future logins.

Logoft

£ atat

Your request is being processed.
If you changed your Password, your request will not take effect until you Log Off. Please Log Off Now by clicking on the LogOff button at the upper right corner of this page.

Please Note: It may take up to 15 minutes to complete the processing of your request.

Please remember: Do not share your Password or Security Profile information with anyone.

7. A window will open informing you to “Log-off”. You can log back in and view the update to your

12



